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1. Executive Summary
WIRED reporter Andy Greenberg was driving seventy miles per hour on a Missouri
highway when the Jeep he was driving started acting up. He was being hacked. Over the next
several minutes he would lose control of his car’s entertainment system, climate control, and,
eventually, the engine would shut off altogether. Luckily for him and everyone on the highway
that afternoon, the entire scenario had been planned ahead and Andy was on the phone with the
hackers throughout the entire demonstration.1 In the future, this won’t always be the case—and
malicious hackers aren’t the only “bad guys.” Ride-hailing company Uber used their so-called
“God Mode” to track the current location of reporters and “notable” riders2 and, allegedly,
conspired to use that information to “dig up dirt on its critics in the media.”3 Unfortunately, when
it comes to the modern vehicle these stories seem to be everywhere.
The modern vehicle is arguably the “smartest” consumer electronic device on the market.
At its core, it is still just a mechanical vehicle; meant to transport people across vast distances
with a simple charge or stop at a gas station. However, as the vehicle gets smarter and integrates
more sophisticated audio equipment, GPS capabilities, and consumer-focused analytics, it begins
to know more and more about itself and its driver. For example, data collected through
Progressive’s “Snapshot” device, which consumers plug into their car in exchange for lower
insurance rates, can reveal intimate information such as how often and at what times a driver
turns on their vehicle in the middle of the night.
The incredible power, efficiency, and safety potential that accompanies this innovation is
shadowed by the risks of exploitation. Through location data, these cars can divulge private
information such as health, religion, and sexual identity. Trips to psychiatrists, abortion clinics, a
mosque, or a gay bar can reveal the most private details of an individual’s life.4 Consumer group
Federation Internationale de l’Automobile (FIA) discovered that almost a dozen kinds of data are
collected from new model-year vehicles.5 Many of these models report data back to
manufacturers that indicate a driving style, number of trips made, list of destinations entered into
the navigation system, and information synced from smartphones. Additionally, the FTC has
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warned that precise geolocation data can cause further economic harm to consumers.6 This data,
inherently sensitive, should be protected at the highest level.
Unfortunately, it’s not. The Driver Privacy Act of 2015 (DPA) protected some data by
ensuring driver ownership of data collected by event data recorders (EDRs), but did not address
the many other classes of data that modern vehicles collect.7 Further, the DPA does not address
ownership of data sent by other connected devices to the car, such as Bluetooth-connected
smartphones. This auxiliary data is not subject to any sort of protection or nor are users often
given control over how it is used. Who owns that data? Is it merely data collected by the car, or
does the driver or passenger retain control? Similarly, security laws fail to protect many classes
of car-generated data. Were servers hosting vehicle data to be hacked today, the company
responsible would only be required to inform users about the breach if required by state law.
The proposed VEICL Act attempts to address the above concerns by protecting both data
privacy and vehicle safety. First, the Act empowers the Federal Trade Commission (FTC), the
federal agency with the most experience enforcing consumer privacy rules, to implement
regulations governing data privacy for all entities collecting data on vehicles or their passengers.
Second, the Act requires the National Highway Traffic Safety Administration (NHTSA), the
federal automobile safety agency, to issue rules requiring hardening of vehicle control systems
and requires security breaches to form the basis for a vehicle recall.
2. Connected Vehicles: What is at stake?
Car components that were once wired-together mechanical devices are now digital
computer processes connected by an internal network. For example, the once mechanical
steering process is now almost completely digitized. This computerization has extended to
almost all components of the car (like braking, locking, and seat adjustments), and extends
beyond the car itself through internet-enabled hardware and software. Alongside the number
growing number of features, the computational capacity and magnitude of data collection
continues to increase. There are an estimated 100 sensors on the modern vehicle, with a
projected 200 sensors per vehicle in the next few years.8 Each of these sensors constantly collect
personal data: external car sensors can track exact location, internal car sensors track passenger
behavior.9
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Unfortunately, the continued use of outdated components makes the modern vehicle a
security breach waiting to happen. Most vehicles come with built-in GPS and advanced media
consoles that can connect to a driver’s smartphone. However, the modern vehicle is still built on
top of 1990s computer protocols which urgently need to be revisited. As one commentator noted,
“[t]he protocol and internal parts of the car were never meant to be connected to anything.”10 It
relatively easy to gain access to a vehicle's central computing “hub”, called the Controller Area
Network (CAN) bus, a digital communication network that transmits messages across the car’s
local network. The CAN bus is a message-based protocol that allows individual devices within a
vehicle (like steering or braking components) to communicate with each other. Beginning in
1996, all cars sold in the United States were required to use some version of a CAN bus.
However, as technological capability of cars has developed, the underlying protocols have not
changed.
The CAN bus remains an extremely open protocol susceptible to security breaches and
data leaks. Miller and Valasek, the two whitehat hackers who were able to gain access to Andy
Greenberg’s Jeep Cherokee, noted that their hack “enables surveillance.”11 Someone could track
GPS coordinates and speed data without notice. This situation becomes infinitely more
concerning if multiple devices are connected to the car. For instance, smartphone connected to a
vehicle generates additional forms of data that could potentially be intercepted. Any information
a phone sends to the vehicle (such as addresses, phone numbers, and text messages) could be
broadcast to the entire vehicle system. Since the CAN bus lacks modern security requirements it
is essentially an open local network. Once a user gains access, they are able to intercept any and
all messages as messages are unencrypted, unauthenticated, and broadcast to all components on
the network.
The weakness of the CAN bus, is that it lacks two major security measures:
authentication and encryption. First, messages sent are unencrypted. Similar to sending a
postcard in the mail, they are in plain English and visible to anyone who has network access.
Second, the protocol lacks an authentication mechanism. A malicious user could “emulate” a
data packet as the sender is not required to prove its identity—the braking components don’t
have to prove they’re actually who they say they are, for instance. Despite being extremely
insecure, the CAN bus system is a mandatory standard.
Vehicle data is also especially sensitive when combined with other data sources.
Transportation network companies (TNCs) like Uber and Lyft merge user, route, and vehicle
sensor data to create a consistently tracked riding experience. “God View,” Uber’s live bird’seye view of all passenger traffic, was allegedly used as a promotional screen during launch
10
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parties.12 Even when data like this is anonymized, however, individuals can be personally
identified with only a few pieces of information. To make the situation even more
uncomfortable, Uber was able to infer the sexual habits of their users, as painfully described in a
now-deleted blog post titled “Rides of Glory.”13 As services begin to extend vehicle capabilities
or integrate themselves into vehicles, it becomes more and more necessary to acknowledge and
protect user data collected by external devices, not just the vehicles themselves.
Accordingly, addressing vehicle safety and data privacy requires not only addressing
cars, but also the constantly expanding universe of devices and software that connect and extend
vehicles. Currently, few regulations expressly address data sharing or define consumer rights in
this sphere.14
3. Where Current Law Fails
Data Privacy
For the most part, existing federal laws governing private sector use of personal
information does not reach data collected from vehicles. First, the federal patchwork regime of
laws covering privacy is mostly silent on vehicle data. Historically, Congress has taken an
approach to privacy law that confers privacy protections to certain sectors of the economy. For
example, Congress has placed relatively strong consumer privacy protections on credit reporting
and health care data.15 In contrast, when it comes to vehicle data federal law offers limited
guidance. Congress has addressed location data privacy. In 1999, it passed the 911 Act16 which
added “location” to the types of protected customer information, known as “customer proprietary
network information” (CPNI), under the Communications Act of 1934.17 Congress also required
specific consumer consent before use, disclosure or access to call location information.18 As a
result, the amended Communications Act imposes a duty on “telecommunications carriers” to
protect the confidentiality of customer proprietary information, including location data.19 To the
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extent that modern vehicles integrate wireless cellular networks into connected features, the Act
applies and those companies have a duty to protect CPNI.
Second, even when Congress has spoken in the area of connected cars, it has granted
protection only for limited classes of data. In 2015, Congress passed the Driver Privacy Act,
which grants ownership of some EDR data (essentially, vehicle “black boxes”) to individuals
rather than vehicle manufacturers.20 However, this measure falls short of adequate consumer
privacy protection as EDRs contain only a tiny slice of the sensitive information these vehicles
generate. Similarly, even though at least seventeen states have enacted laws to restrict access to
EDRs and require that data be downloaded only with the consent of the owner, these laws still
leave swaths of data exposed to exploitation.21
Finally, the power of the FTC to enforce against unfair and deceptive practices is not
sufficient to adequately protect consumer privacy when it comes to vehicles. The prototypical
example of an deceptive practice is failure to adhere to the policies that a company claims to
abide by in its privacy policy regarding how data is collected, used, and shared. Under this
authority, the FTC has brought enforcement action against companies whose privacy policies
include material omissions22 or bury important information in fine print.23 This “unfair and
deceptive practices” authority, however, does not allow the FTC to proactively issue regulations
to protect consumers from rampant disclosure of their data in the vehicle and transportation
sector.
Safety and Security
Federal law also falls short in addressing the challenges that connected cars pose to safety
and security. Although Congress has set forth data security requirements for the financial sector
(the Gramm-Leach-Bliley Act), credit reporting (the Fair Credit Reporting Act), and children’s
information (the Children’s Online Privacy Protection Act), it has not taken steps to impose data
security requirements on companies that manufacture or provide services in vehicles. The
National Highway Transit Safety Administration (NHTSA), which possesses regulatory
authority to develop and enforce safety standards for vehicles, has yet to mandate manufacturer
action to secure vehicle control systems against malicious attacks, although it has vowed to take
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The Driver Privacy Act was included as part of the FAST Act, which was signed into law in December 2015. See
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action on cybersecurity sometime in 2016.24 So far, NHTSA has addressed only safety measures
such as mandatory installation of black boxes in new cars and regulating the design and use of
autonomous motor vehicles. Similarly, states like Nevada, California, and the District of
Columbia have focused only on regulating testing of autonomous vehicles.25
Where a hacker has attacked a vehicle, the Computer Fraud and Abuse Act (CFAA) may
apply. The law prohibits individuals from obtaining information or causing damage “without
authorization” or “exceeding authorized access” to a “computer.” A hacker gaining access to a
vehicle and installing malware may fall within the CFAA.27 Some have questioned, however,
whether criminal liability would attach as a vehicle may not meet the definition of “protected
computer,” which requires that a protected computer “be used in interstate or foreign
commerce.”28 Most importantly, criminalizing the behavior after the fact fails to address the
harm already done. Ensuring prosecution of bad actors is laudable but requiring measures to
prevent such attacks from occurring in the first place is critical.
26

In addition to privacy enforcement described above, the FTC has similarly limited
authority on the security side. Under their § 5 authority, the FTC may be able to enforce against
companies who fail to implement reasonable security measures that leave consumers exposed to
either hackers or data breaches.
Pending Legislation
Against this backdrop, some proposals exist to address these regulatory and statutory
shortfalls. A bill by Senators Markey (D-MA) and Blumenthal (D-CT), called the SPY Car Act,
requires the NHTSA work with the FTC to establish consumer data privacy and car computer
network security rules to prevent hacking.29 Our proposal adopts and expands upon some of
these pending bills.
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4. A Modern Framework for Protecting Consumer Data & Security
The VEICL Act contains two major titles, each addressing one of the two risk categories
discussed above. First, the Act creates a data privacy framework to protect users against
disclosure of personally identifiable information. Second, the Act requires manufacturers to
secure and harden their products against security-related risks inherent in connected, intelligent
vehicles. Further, these frameworks are intentionally flexible and rulemaking is assigned to
regulatory agencies as to simultaneously encourage innovation and protect consumers.
Data Privacy Framework
As data produced by a vehicle or by other software or hardware is so comprehensive and
personal in nature, a serious proposal in this area must regulate a broad range of sensors,
products, and software to effectively address the full range of privacy risks. The Act’s data
privacy framework covers a wide swath of entities—those who employ “any software or
hardware designed to collect data related to the operation of a motor vehicle,30 motor vehicle
fleet, or persons occupying such vehicles.” This broad definition is intended to apply to invehicle systems like on-board diagnostics systems (OBDs), event data recorders (EDRs), and
driver-assist suites, as well as the entire vehicle data ecosystem, including third-party hardware
and software. For instance, producers of GPS units, driver services systems such as OnStar,
smartphone applications like Waze and Automatic, devices like Progressive Snapshot, and
transportation network companies like Uber and Lyft would all be covered entities under the
Act’s privacy title.
The privacy title’s approach begins with the FTC’s Fair Information Practice Principles
(FIPPs) and the Obama Administration’s Consumer Privacy Bill of Rights (CPBR). Namely, the
Act prescribes broad principles that would apply to the covered entities, providing both
flexibility in order to avoid dampening innovation and accountability to ensure user expectations
are both established and met.
Data Protection Principles
– Disclosure & Consent: Users must be provided with granular descriptions of each class
of data to be collected, the context in which it shall be used, and all third parties the data
will be shared with (as classes of vendors). Covered entities must allow consumers to
affirmatively and individually consent or decline to consent to the collection and use of
each class of data. If a consumer declines to provide consent, covered entities must still
make reasonable efforts to continue to provide the feature, service, or product absent that
data.
– Third-party Sharing: Covered entities may not share any user data with third parties
without consumer consent unless there is an imminent emergency or when provided a
30

“Motor vehicle” is defined in 40 CFR 85.1703.
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–
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court warrant specifying the exact data to be collected. Covered entities may, however,
share data with third parties even absent consumer consent if that sharing is required in
order to provide a service or product. This narrow exception applies only to third-party
service providers such as cloud hosting, data analytics, or logistics.
User Control: Users must be provided a means to withdraw consent for the collection and
use of each class of data that is accessible and similar to the means by which the entity
originally obtained consent.
Collection & Retention Limits: Data collected by covered entities must be collected and
held according to each covered entity’s collection and retention policies, which must be
disclosed to consumers in “plain English.” Disclosures should state who has access to
each class of data and where the data is being stored (for example, in the cloud, on entity
servers, or onboard the vehicle). These disclosures should be easily accessible and part of
the entity’s privacy policy. Personally identifiable information may only be retained for
only as long as is necessary to fulfill the purpose for which the information was collected.
Data must be deleted using reasonable measures to protect against unauthorized access to
the information after its deletion.
User Access: Data collected by covered entities about a user must be provided, upon
request, to that user.
Report to Congress: The FTC shall submit to Congress a report that compiles
enforcement actions and violations of the privacy title, and rules promulgated or in effect
that year.

Enforcement
The FTC will be empowered to enforce against violations of these statutory principles or
future rules promulgated thereunder. Penalties and enforcement actions available to the FTC
mirror those available for violations of § 5’s “unfair or deceptive” practices ban, including fines,
injunctions, and agency adjudicative action. Expanding the FTC’s authority to enforce against
violations of this title is a major step in protecting sensitive information gathered about vehicles
and their passengers, as the FTC currently only has general authority to penalize privacy lapses
when a practice falls within § 5’s more narrow “unfair or deceptive” provision.
Vehicle Security and Safety
The second major focus of the Act is to ensure user security and safety when operating or
riding in motor vehicles. As discussed above, researchers have demonstrated the ability to
remotely control engine functions, accessory controls such as windshield wipers, infotainment
systems, and other critical vehicle systems. If accessed with malicious intent, hackers could, in
theory, cause vehicles to crash, swerve off highways, or even remotely control a fleet of “zombie
vehicles” to bring entire cities to standstill.
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–

–
–

–

–

–

Security and Safety Principles
Defined Security Standards: In addition to current vehicle safety standards, NHTSA must
require encryption and authentication of internal vehicle networks (the CAN bus) and
required hardening of vehicle control systems. The Act exempts “service codes”
transmitted via the vehicle's physical OBD port from this requirement in order to ensure
owners and maintenance technicians can diagnose vehicle maintenance issues.
Security Audit: NHTSA shall develop and implement, as a component of vehicle safety
testing, a comprehensive security audit of vehicle software.
Breach Disclosure: If a manufacturer’s vehicles are exposed to any unauthorized access
or a manufacturer is informed by a third party that a credible, exploitable vulnerability
exists, the manufacturer must disclose details to NHTSA and consumers under the
standards already developed for vehicle defects and recalls. Under existing recall
standards, NHTSA can order manufacturers to provide repairs at no cost to consumers.
Breach Mitigation: If a vehicle is exposed to unauthorized control or access, the
manufacturer must immediately address all vulnerabilities. If a manufacturer has not
resolved a vulnerability sufficiently, NHTSA may bring enforcement as if it were a
violation of the Federal Motor Vehicle Safety Standards.31
Aftermarket Parts: NHTSA must ensure that the security requirements in the Act,
including the encryption and authentication requirement, will not prevent owners or
tinkerers from modifying their vehicles with aftermarket parts or repairing their vehicles
with non-original manufacturer parts.
Report to Congress: NHTSA shall submit to Congress a report that compiles enforcement
actions and violations of the security title, and rules promulgated or in effect that year.

Enforcement
NHTSA will be empowered to enforce against violations of these statutory privacy
principles or any safety standards promulgated thereunder. Penalties and enforcement actions
available to NHTSA mirror those available for violations of the National Traffic and Motor
Vehicle Safety Act.32 Allowing NHTSA to issue rules governing vehicle cybersecurity and audit
manufacturer compliance align with existing regulatory structures and provide robust
enforcement options for violations, including fines, civil actions, and criminal actions for
misleading NHTSA regarding compliance.
5. Conclusion
The VEICL Act’s strength comes from defining a comprehensive data privacy and digital
security regime for motor vehicles, and from empowering responsible agencies to enforce
against violations and define standards where necessary. The Act’s data privacy standards align
31
32

49 C.F.R. 571.
39 U.S.C. § 301 et seq.
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with the Obama Administration’s Consumer Privacy Bill of Rights and build upon previous
legislation in this area, like the Children’s Online Privacy Protection Act. The security standards
are intended to provide NHTSA the authority to develop new industry standards while still
enforcing against misconduct. The Act also divides enforcement power between the FTC and
NHTSA along their historical regulatory expertise areas in privacy and safety. Finally, the Act
uses disclosure as both a punitive and consumer awareness tool, requiring immediate notices for
both privacy violations and security weaknesses.
Despite these strengths, this Act is not a silver bullet. Consumer disclosure regimes are
only effective where consumers are easily able to understand the content and context of
disclosures, and such disclosures are not so numerous that they become meaningless.
Additionally, this Act does not address all sensors that could collect similar or even identical
data. For instance, smartphone apps not designed primarily to collect vehicle, operator, or
passenger data—such as music players or activity trackers—are not considered covered entities
under the Act’s privacy title.
Connected vehicles are the future of transportation. The benefits of this kind of
innovation has yet to be fully realized and spurring further development in this sector is
important to keep American companies competitive. Progress here, however, need not come at
the expense of personal privacy, safety, and security. It is critical that these competing interests
be carefully balanced. The principles, standards, and protections presented above provide a
robust yet flexible framework that is open to innovation but still protects American consumers.
Passing the VEICL Act would provide stability and predictability to innovators and safety and
privacy to consumers.
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Generally
Section 1–2. Title & Findings.
The bill is entitled the “Vehicle Encryption, Intelligence and Consumer Literacy Act” or the
“VEICL Act.”
The findings express Congress’ recognition that connected vehicles bring considerable
convenience and safety benefits but also create some of risk. Historically, when a new
technology compromises privacy, Congress has created new protections through legislation
targeted at that specific sector. For example, when private companies began to collect more
information about consumers and use that information to deny credit Congress passed the Fair
Credit Reporting Act, which established core consumer protections from abusive credit practices.
Section 3. Scope.
This section limits the scope of the Act’s privacy title (Title I) to any company, person, or
organization that uses software or hardware designed to collect data about cars or individuals
within cars. It broadly defines “personally identifiable information” (PII) as any data that can be
linked to a specific individual either alone or when combined with other data.
Given the rapid rise of technology surrounding vehicles, Title I covers a large expanse of
companies and services. Transportation network companies, like Uber and Lyft, pose serious
privacy concerns with the incredible amount of data they collect. Additionally, vehicle
manufacturers have taken voluntary action on consumer privacy but such agreements are
nonbinding and unenforced. The privacy issues created by the wide array of software and
hardware collecting information on travelers is extremely important to address, hence the broad
scope here.
The security title (Title II) applies only to motor vehicle manufacturers. This is consistent with
the cornerstone legislation for vehicle safety, the National Traffic and Motor Vehicle Safety Act.
It also defines “vehicle security breach” as a specific new security-specific safety harm under
this statute, separate from the term “vehicle safety defect” in the Motor Vehicle Safety Act. With
the recent exploits of vehicle communication networks, a “vehicle security breach” includes
unauthorized access through a physical or wireless entry point.
Section 4–5. Severability and Preemption.
These sections clarify that 1) if any of the provisions are held invalid, the other provisions are
severable and remain valid, and 2) that this statute and Federal rules issued under its authority
will preempt any conflicting state statutes or regulations.
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Title I. Data Privacy
Section 101. Rulemaking & Enforcement Authority.
This section grants the Federal Trade Commission (FTC) the ongoing authority, in consultation
with the National Highway Traffic Safety Administration (NHTSA), to issue privacy regulations
in accordance with the standards in this title, and to enforce against violations of both the statute
and promulgated regulations. New FTC regulations may not lower the statutory standards, and
must be issued within two years after passage of the bill. The FTC is one of the most competent
agencies when it comes to consumer protection and privacy, and has played a large role as the de
facto privacy agency in the United States. Rulemaking additionally allows flexibility over
codified statutory commands. Although other proposals have allowed the FTC three years to
promulgate legislation, the two-year requirement balances the desire for a longer time frame for
agency consideration with the pressing need for legislation in this area.
The section also creates a new authority for the FTC to enforce compliance. It provides that any
violation of the VEICL Act or regulations promulgated thereunder is an unfair and deceptive act
or practice as defined under § 5 of the Federal Trade Commission Act. Enforcement under § 5
recognizes that historically this section has been a valuable authority for the FTC to take action
to protect consumers.
Section 102. Disclosure of Collection.
Companies must provide users a comprehensive disclosure of the types of data they plan to
collect. The disclosure must clearly inform consumers about (a) each data class to be collected,
(b) the context in which the data will be used, and (c) the location in which the data will be
stored, such as third-party servers, and (d) if any data is to be shared with third parties. A class of
data would be something like transaction data (including price, time, vendor), location data
(including time and geolocation), or what is sometimes called “butt-data” (including seat
position, weight, seatbelt status). Although requiring disclosure of collection of this many types
of data may be a lot of information for consumers to process, the Act errs on the side of overdisclosure, with the FTC rulemaking to protect against over or under granularity of data classes.
As most consumers are unaware of the types and volume of data being collected about them, the
privacy policy will act to inform consumers about collection and data sharing.
Section 103. User Control.
Companies must provide users control over the information collected. First, they must allow
users to consent or decline to consent to the collection and use of each data type. Second,
companies must provide users the ability to download their personal data. Third, it requires that
companies make reasonable efforts to continue to provide the service to a user who revokes or
declines consent to the collection of a data class. These control specifications are consistent with
Fair Information Practice Principles and follow guidelines set out by the Consumer Privacy Bill
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of Rights. Moreover, the requirement that companies continue service when reasonable
underscores the growing desire that consumers have for genuine consent; often times, consumers
are forced to decide between sharing non-essential information that they wish to not share or
using the service.
Section 104. Third Party Sharing.
This section prohibits transfer of data to a third party (such as a marketer or third-party service
provider) unless the data is (a) necessary to render the service or product; (b) must be released
due to a serious emergency; (c) disclosed with prior consent; or (d) disclosed according to a
court-issued warrant. The Act attempts to minimize the amount of disclosure consents presented
to the consumer, so the “necessary to render a service” exception withholds data like IP
addresses and operating system version (data that is necessarily communicated to the covered
entity in order to transmit any information at all) from the disclosure requirement. This exception
would not apply to data that is required for a service to function (for instance, geolocation data
for a transit app like Uber or Google Maps). The exception for necessary services is more proconsumer than past legislation, like the Video Privacy Protection Act that provides a weaker
protection for transfers “incident” to the ordinary course of business. Because of the vast
marketing tactics that may be “incident” to the ordinary course of business because of the advent
of big data, the section recognizes a stronger threshold is necessary to protect consumers.
Section 105. Data Minimization.
Companies must create a data retention and minimization policy in “plain English,” and all PII
must be destroyed within two years if it is no longer required for its original purpose, subject to a
pending court order, or subject to a user access request. Again, this is modeled after guidelines
listed in the Consumer Privacy Bill of Rights.
Section 106. Report to Congress.
This section requires the FTC to submit an annual comprehensive report on the administration of
the privacy title to Congress, which must include a summary of violations and enforcements
under this title and a description of privacy rules to be prescribed or currently in effect. This
transparency measure encourages annual review of privacy standards. This review is required
annually due to the cyclical nature of the vehicle market, in which new models and specifications
are introduced each year.
Title II. Vehicle Security
Section 201. Rulemaking & Enforcement Authority.
This section grants NHTSA the ongoing authority, in consultation with the FTC, to issue
regulations in accordance with the standards set forth in the security title, and to enforce against
violations of those regulations. NHTSA’s enforcement authority extends to such actions and
penalties currently available for violations of the motor vehicle safety standards, including civil
One-page Summary
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penalties, criminal penalties for falsifying or withholding information, or court actions brought
by the Attorney General.
The Act additionally ensures that NHTSA has authority to modify cybersecurity safety standards
as technology evolves.
Section 202. Security Standards.
The section requires manufacturers to encrypt and authenticate all data transmitted internally
within the vehicle. Internal transmission must (a) hide information from unauthorized users or
devices, whether inside or outside of the vehicle, and (b) broadcast data only to authenticated
vehicle components. This section also requires manufacturers to harden vehicle systems from
external threats, and requires NHTSA to develop and implement a cybersecurity audit to be
performed as part of their standard vehicle safety tests. These simple standards will help protect
vehicles from attacks before they happen. Many vulnerabilities in vehicles have been exploited
due to the broadcast communication protocol on the CAN bus, where messages are sent in plain
text. Accordingly, this section’s two requirements combat the “plain text” problem (messages
can be easily understood by an unauthorized actor) and the broadcast mechanism (where
unauthorized sources can easily send messages on the network).
This section creates two carve-outs from the encryption and authentication requirement. First,
vehicle diagnostics codes may be unencrypted and sent to unauthenticated devices, provided that
the delivery of those codes is made through a physical vehicle diagnostics port. This provision
ensures vehicle repair shops and hobbyists will be able to continue to service vehicles without
having to buy manufacturer-approved devices able to access encrypted service codes. Second,
encryption and authentication could present some technical challenges with regards to
aftermarket vehicle components. To remedy this, the Act instructs NHTSA to develop an
industry-standard communications protocol that includes encryption and authentication
hardening, but does not bar hobbyists from modifying vehicles.
Section 203. Security Breaches.
This section deems a security breach to occur when a manufacturer has knowledge of or
reasonably should have had known of a vehicle security defect.
Within five business days (the same defect notification requirement in the National Traffic and
Motor Vehicle Safety Act), manufacturers must notify NHTSA of a defect. The agency will have
the same authority provided via the National Traffic and Motor Vehicle Safety Act (49 U.S.C. §§
30101 et seq.) to establish additional early warning and reporting rules. Given the severity of
possible vehicle security breaches, the Act requires manufacturers to notify NHTSA very
quickly, enabling the agency to encourage manufacturers to develop rapid response solutions.
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This section deems a security breach to be a violation of the national motor vehicle safety
standards. While strong, this provision is considerably more lenient than strict liability. When
combined with the enforcement authority provided under Section 201, this section allows
NHTSA to hold manufacturers accountable for security breaches in vehicle software that are
dangerous but may not be considered a “defect” under current regulations.
Section 204. Report to Congress.
This section requires NHTSA to submit an annual comprehensive report on the administration of
the security title to Congress, which must include a summary of security breaches and a
description of security rules to be prescribed or currently in effect. This transparency measure
encourages annual review of cybersecurity standards. This review is required annually due to the
cyclical nature of the vehicle market, in which new models and specifications are introduced
each year.
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A BILL
To protect the privacy, safety, and security of consumers of motor vehicles.
Be it enacted by the Senate and House of Representatives of the United States of America in
Congress assembled,
SECTION 1.

SHORT TITLE.

This Act may be cited as the “Vehicle Encryption, Intelligence and Consumer Literacy
Act of 2016” or the “VEICL Act of 2016.”
SECTION 2.

FINDINGS.

Congress makes the following findings:
(a) Modern vehicle technology is developing at a rapid pace, connecting vehicles to
internet networks and each other. This technology provides considerable
consumer convenience and safety benefits.
(b) The increasing amount of hardware and software designed to improve vehicles
also collects sensitive data about the persons occupying such vehicles, therefore
presenting a serious security and privacy risk.
(c) More vehicle manufacturers are producing connected vehicles that can pose
serious security risks.
(d) Malicious access to vehicle control systems can be life-threatening, can cause
significant economic harm, and can present a national security threat.
(e) Data privacy and security in connected vehicles constitutes an interstate
commerce issue of unique Federal interest.
SECTION 3.

DEFINITIONS.

(a) The term “covered entity” means a person, excluding a government entity, that
employs any software or hardware designed to collect data related to the operation
of a motor vehicle, motor vehicle fleet, or persons occupying such vehicles.
(b) The term “personally identifiable information” means any data, including but not
limited to name, location, insurance, biometric, behavioral, or sensor data, which
is linked, or can be linked through reasonable efforts, to a specific individual.
Legislative Text
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(c) The term “data class” means general categories of similar data, including but not
limited to location information, contacts information, transaction information,
device information, and log information.
(d) The term “user” means a person utilizing a product or service offered by a
covered entity.
(e) The term “internal vehicle network” means any wired or wireless device network
that facilitates transmission of data to or from vehicle components or auxiliary
devices.
(f) The term “auxiliary device” means any standalone computing device that
transmits data to or receives data from an internal vehicle network. This term
includes, but is not limited to, smartphones, tablet computers, and music players.
(g) The term “vehicle security breach” means any hardware or software configuration
that may allow unauthorized access to vehicle data or unauthorized control or
manipulation of vehicle systems or controls.
(h) The term “manufacturer,” is defined according to 49 U.S.C. § 30102(a)(5).
(i) The term “aftermarket component” refers to any vehicle part not manufactured or
approved by a vehicle manufacturer.
SECTION 4.

SEVERABILITY.

If any provision of this Act or its application to any person or circumstance is held
invalid, the invalidity does not affect other provisions or applications of this Act which
can be given effect without the invalid provision or application, and to this end the
provisions of this Act are severable.
SECTION 5.

PREEMPTION.

The provisions of this Act preempt only the provisions of State or local law that conflict
with any provision of this Act. The Act shall not be construed to preempt State or local
laws that provide consumers with a greater level of protection.
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TITLE I. DATA PRIVACY
SECTION 101. AUTHORITY.
(a) In general. No later than two years after the passage of this bill, the Federal
Trade Commission (FTC) shall promulgate, under 5 U.S.C. § 553 and in
consultation with the National Highway Traffic Safety Administration (NHTSA),
regulations that achieve the standards set under this Title.
(b) Enforcement. The FTC shall be authorized to enforce compliance with the
requirements imposed by this Title or regulations promulgated under this Title. A
violation of any requirement or prohibition imposed under this Title or regulations
promulgated under this Title shall constitute an unfair or deceptive act or practice
in commerce, in violation of section 5(a) of the Federal Trade Commission Act
(15 U.S.C. 45(a)), and shall be subject to enforcement by the Federal Trade
Commission under section 5(b) of that Act (15 U.S.C. 45(b)). The Federal Trade
Commission shall have such procedural, investigative, and enforcement powers,
including the power to issue procedural rules in enforcing compliance with the
requirements imposed under this Title and to require the filing of reports, the
production of documents, and the appearance of witnesses, as though the
applicable terms and conditions of the Federal Trade Commission Act were part
of this Title. Any person violating any of the provisions of this Title shall be
subject to the penalties and entitled to the privileges and immunities provided in
the Federal Trade Commission Act as though the applicable terms and provisions
of such Act are part of this Title.
(c) Periodic rulemakings. The FTC, in consultation with NHTSA, shall conduct
periodic rulemakings to amend the security standards in this Title as technologies
evolve. Such rulemakings shall not lower the baseline standards described in this
Title.
SECTION 102. DISCLOSURE OF COLLECTION.
Covered entities must provide to users and include in their privacy policy:
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the context in which the data will be used;
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(3)

the location in which the data will be stored, such as third-party servers,
entity servers, or local device storage; and

(4)

if data is being shared with third parties, the purpose of such disclosure
and the identity of each third party.

SECTION 103. USER CONTROL.
(a) Consent. Covered entities must:
(1)

allow users to affirmatively and individually consent or decline to consent
to the collection of each data class;

(2)

provide users the ability to withdraw consent for the collection of any data
class at any time, provided that data is not required to be collected by law;

(3)

provide users the ability to withdraw consent in a manner similar to the
way in which consent was originally obtained; and

(4)

make reasonable efforts to continue to provide the service, product, or
feature to a user who revokes or declines to consent to collection of a data
class.

(b) Access. Upon request, a covered entity must provide all data collected from the
user to the user.
SECTION 104. DISCLOSURE OF DATA.
(a) Third parties. A covered entity may not disclose or transmit to a third party a
user’s personally identifiable information.
(b) Exceptions. A covered entity may disclose or transmit to a third party a user’s
personally identifiable information if:
(1)

the disclosure is made with prior consent of such user;

(2)

the disclosure to the third party is necessary to render the service or offer
the product to the user;

(3)

the disclosure is made to a government entity upon a good faith belief that
doing so is required due to a serious emergency constituting a risk of
bodily injury or death to the user; or
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(4)

the disclosure is made to a government agency upon receipt of a warrant
specifying the exact data to be collected.

SECTION 105. MINIZATION AND DESTRUCTION.
(a) In general. Covered entities must create a data retention and minimization policy.
This policy must be provided to consumers in clearly readable “plain English.”
(b) Destruction. No later than two years after collection, a covered entity must
destroy all records of personally identifiable information that is:
(1)

no longer required for the purposes for which it was collected; and

(2)

not subject to a pending warrant or user access request under subsection
(b) of Section 104.

SECTION 106. REPORT TO CONGRESS
The FTC shall submit to Congress on March 1 of each year a comprehensive report on
the administration of this Title in the preceding calendar year. Such report shall include
but is not restricted to (1) a compilation of enforcement actions and violations of this
Title occurring in such year, and (2) a list of rules promulgated or in effect under this
Title in such year.
TITLE II. VEHICLE SECURITY
SECTION 201. AUTHORITY.
(a) In general. No later than two years after the passage of this bill, the National
Highway Traffic Safety Administration (NHTSA) shall promulgate, under 5
U.S.C. § 553 and in consultation with the Federal Trade Commission (FTC),
regulations that achieve the standards set under this Title.
(b) Enforcement. NHTSA shall be authorized to enforce compliance with the
requirements imposed by this Title or regulations promulgated under this Title. A
violation of any requirement or prohibition imposed under this Title or regulations
promulgated under this Title shall constitute a violation of the Federal motor
vehicle safety standards (49 U.S.C § 30112), and shall be subject to enforcement
by NHTSA in accordance with 49 U.S.C. §§ 30161–71.
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(c) Periodic rulemakings. NHTSA, in consultation with the FTC, shall conduct
periodic rulemakings to amend the security standards in this Title as technologies
evolve. Such rulemakings shall not lower the baseline standards described in this
Title.
SECTION 202. SECURITY STANDARDS RULEMAKING.
(a) Internal vehicle networks. Rulemaking shall establish industry standard internal
vehicle communication systems that satisfy the following standards.
(1)

Encryption. Data transmitted and/or received through an internal vehicle
network must be encrypted. Encryption standards must ensure data be
reasonably hidden from unauthorized users attempting to access vehicle
systems either physically or wirelessly.

(2)

Authentication. Vehicle components connected to an internal vehicle
network must be authenticated. Authentication standards must ensure
internal vehicle networks broadcast data only to authenticated vehicle
components, and prevent data from being sent to unknown devices.

(3)

Vehicle servicing exception. For the purposes of facilitating vehicle
diagnostics, repair, or servicing, service codes identifying specific vehicle
servicing issues may be made available unencrypted through a physical
vehicle diagnostics port such as an On-board Diagnostics (OBD) port.

(4)

Aftermarket components. This subsection shall not preclude users from
modifying or repairing vehicles with aftermarket components.

(b) System hardening. The internal computing system within the vehicle must
ensure that the internal network commands and data logs are reasonably hidden to
external networks.
(c) Security audit. NHTSA shall develop and implement as a component of standard
vehicle safety testing a comprehensive security audit of vehicle software.
SECTION 203. SECURITY BREACH.
(a) Breach. A vehicle security breach is deemed to occur when a manufacturer has
knowledge of or reasonably should have had knowledge of such breach.
(b) Notification and recall. Manufacturers are required to notify NHTSA of a
vehicle security breach within five business days. NHTSA shall possess all
Legislative Text
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authority granted under 49 U.S.C. §§ 30101-30170 to establish early warning
reporting rules and remedies.
(c) Manufacturer liability. A vehicle security breach shall be a violation of the
National Traffic and Motor Vehicle Safety Act (49 U.S.C § 30112).
SECTION 204. REPORT TO CONGRESS
NHTSA shall submit to Congress on March 1 of each year a comprehensive report on the
administration of this Act in the preceding calendar year. Such report shall include but is
not restricted to (1) a compilation of vehicle security breaches occurring in such year, and
(2) a list of rules prescribed or in effect under this Title in such year.
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